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Whereas most street crimes are 

either random or involve very little planning, sophisticated

crimes require planning or organization to succeed. Most

street crimes take only a few minutes or even seconds to

accomplish. Economic and political crimes often take days,

weeks, and sometimes months to plan and carry out.

Speculation was growing that Enron, one of the world’s

largest companies, was facing serious financial troubles 

in its cable and energy businesses. Its stock price had

plunged by $20 per share. But CEO Jeffrey Skilling told

securities analysts in 2001 he was “highly confident” about

the company’s condition. “I know this is a bad stock mar-

ket, but Enron’s in good shape,” he said. Skilling was

indicted in 2004, charged that he knew that Enron was
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failing and that jobs were going to be cut. The indictment alleged that
Enron failed to meet its budget targets and was able to appear successful
only through fraud. Skilling and former Enron chief accounting officer
Richard Causey were charged with widespread financial scheming and trad-
ing stock on non-public “insider” information, allegedly pocketing $200
million from insider stock sales. Skilling unexpectedly resigned as Enron
CEO in 2001, but sold 500,000 company shares of stock a month later for
a $15.6 million gain. Skilling was the highest level executive of Enron to be
charged in a scandal that ended in the convictions of several executives and
resulted in prison sentences and millions of dollars in fines. All cases in-
volved fraudulent accounting tactics to hide Enron’s weak financial condi-
tion, so that executives could benefit personally before driving the company
into bankruptcy, costing employees their jobs and investors their money.

In another Wall Street case, home decorating queen and highly success-
ful businesswoman Martha Stewart went on trial in 2004 on criminal
charges she sold 4,000 shares of biotechnology company ImClone Systems,
which was run by her friend Samuel Waksal. The sale came one day before
ImClone announced that health regulators had rejected a key new drug ap-
plication it had developed, sending its stock price plunging. Waksal is serv-
ing a seven-year prison term after pleading guilty to securities fraud over his
family’s sale of the ImClone shares. Stewart was convicted of making false
statements to investigators about the sale.

Consider also the case of Royal Caribbean Cruises, the second-largest pas-
senger cruise line in the world. The company had promoted itself as an en-
vironmentally responsible company, but pled guilty to twenty-one felony
charges for dumping waste oil and hazardous chemicals at sea and then lying
about it to the U.S. Coast Guard. Royal Caribbean admitted it routinely
dumped oil from its ships a year earlier, but continued the conduct while
under court supervision. The investigation found that some of the com-
pany’s ships had no oil-contaminated wastewater, when these ships produce
100,000 gallons of wastewater annually. Hazardous chemicals from photo-
processing equipment, dry cleaning shops, and printing presses also were
dumped at sea, in ports, and in environmentally sensitive areas. The com-
pany was fined a record $18 million in addition to $9 million in fines it was
assessed a year earlier. Federal investigators said Royal Caribbean crew
members wore buttons declaring “Save the Waves” at the same time the
company was engaged in illegal dumping.1

Consider the similarities between the Wall Street and Royal Caribbean
cases and another crime that occurred more than a half century earlier. The
famous gangster Al Capone was widely believed to be involved in illegal
gambling and bootlegging, but no one was able to prove it. Then the IRS ex-
amined his bank accounts and spending habits in Miami and Chicago and
found that Capone had spent $7,000 for suits, $1,500 per week for hotel bills,
$40,000 for a house on Palm Island, $39,000 on telephone calls, and $20,000
for silverware. This spending pattern suggested that he earned $165,000 per
year. The IRS asked Capone to show how he lawfully earned this amount
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of money. Capone could not do so and was tried and convicted for failure
to pay income taxes on $1 million of illegal income.2

In these cases it can be seen that planning and organization were central
to the commission of the crimes charged, and that the crimes can be ongo-
ing in nature. Sophisticated economic and political crimes are characterized
by such planning.

These crimes will reach new levels in the coming years. An aging popu-
lation no longer suited to committing street crimes, more service industry
jobs with access to cash and personal information, computers in most
homes and workplaces, the ease of international travel and trade, and Inter-
net communication for terrorists and hate groups—this combination of cir-
cumstances will promote new forms of white-collar, organized, and
computer crime and will promote terrorism and hate crimes. Those who
will exploit the opportunities and technologies of the era will be clever.

Economic and political crimes are the most serious crimes occurring
today, and they are the subject of this chapter. The following sections high-
light several types of sophisticated crimes and their impact on our lives.

What Is Meant by Economic 
and Political Crimes?

Economic and political crimes include white-collar crime, organized crime,
computer crime, international and domestic terrorism, and some forms of
hate crimes. The common behaviors that underlie these crimes link them
together. The criminal law punishes the kind of criminal planning that un-
derlies sophisticated crimes such as conspiracy. Conspiracy takes place
when two or more persons agree to commit a crime or to carry out a legal
act in an illegal manner. Conspiracy, then, is essentially preparation or
planning to commit a crime. The importance of making conspiracy a crime
can be seen in virtually every case of white-collar, computer, and organized
crime, in which authorities can punish the planning activities of sophisti-
cated criminals, thereby thwarting their criminal designs.

White-collar crimes are crimes that are usually carried out during the
course of a legitimate occupation. In place of the force or stealth that is in-
herent in violent and property crimes, white-collar crimes employ deceit in
an effort to trick an unsuspecting victim. White-collar crimes are of three
types: crimes of fraud, crimes against public administration, and regulatory
offenses.3 Crimes of fraud have money as their object and include embezzle-
ment, extortion, forgery, and fraud. Crimes against public administration at-
tempt to impede government processes. These include bribery, obstruction
of justice, official misconduct, and perjury. Regulatory offenses are violations
that circumvent measures designed to protect public health, safety, or wel-
fare in business, industry, and government. It can be seen that white-collar
crime is a generic term that encompasses several specific types of crimes.
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conspiracy
Agreement between two or
more persons to commit a
crime or to carry out a legal act
in an illegal manner.

white-collar crimes
Crimes of fraud, crimes against
public administration, and
regulatory offenses that are
usually carried out during the
course of a legitimate
occupation.

crimes of fraud
Embezzlement, extortion,
forgery, and fraud.

crimes against public
administration
Attempts to impede
government processes through
bribery, obstruction of justice,
official misconduct, or perjury.

regulatory offenses
Attempts to circumvent
regulations designed to ensure
fairness and safety in the
conduct of business; include
administrative, environmental,
labor, and manufacturing
violations as well as unfair trade
practices.

CRI M ES OF 
TH E FUTU RE
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How Can White-Collar 
Crimes Be Defined?

White-collar crime goes beyond the crimes committed by business and pro-
fessional people who often wear jackets, ties, and white shirts to work. It
is easy to distinguish a mugging from an embezzlement, but what about the
difference between simple theft and fraud? Or between assault and an in-
jury caused by a defective product? The distinctions between white-collar
and traditional street crimes are not always clear. These two categories of
offenses are not distinguishable by the amount of harm they cause, because
frauds or unsafe products can cause much more injury and harm than any
number of street crimes. Nor are they distinguishable by the level of vio-
lence involved. Many street crimes, such as larceny and burglary, involve
no personal confrontation, but conspiracy, extortion, or food and drug man-
ufacturing violations can involve threats, injury, and even death. The dis-
tinctions between white-collar crime and more traditional forms of crime
therefore do not lie in the nature of the victim, or in the amount of violence,
or in the extent of injury. Instead, white-collar crime is distinguishable by
the manner in which it is carried out, given available opportunities. The op-
portunity to commit such crimes is often determined by one’s position in
society. One cannot embezzle funds without first holding a position of
financial trust, nor can one commit regulatory offenses without holding a
particular position in business or industry. Thus, access to financial or gov-
ernmental or institutional resources provides the opportunity to commit
white-collar offenses.

Street crimes are characterized by the use of force or stealth, which is re-
quired for homicide, rape, robbery, assault, burglary, larceny, or arson. In
contrast, white-collar crimes are characterized by planning and deceit. Plan-
ning and deceit are required for successful conspiracy, fraud, extortion, em-
bezzlement, forgery, or regulatory offenses. Thus, white-collar crimes can
be defined as:

planned illegal acts of deception committed by an individual or organ-
ization, usually during the course of legitimate occupational activity 
by persons of high or respectable social status, for personal or organiza-
tional gain that violates fiduciary responsibility or public trust.4

This definition highlights several facts about white-collar crime:

It can be committed by an individual or by an organization or group
of individuals.

Deception, trickery, or fraud lies at the heart of white-collar crime.

Most white-collar crimes emanate from otherwise legitimate occu-
pational activity in which access to money or information makes
possible the misuse of one or both of these resources.

White-collar offenses sometimes lie on the border between illegal
and unethical behavior, where what a company does may cause
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harm or even death without actually violating the criminal law.
Many unethical offenses are adjudicated in civil proceedings that de-
termine compensation, rather than in criminal court, which deter-
mines guilt.

Types of White-Collar Theft

Table 5.1 shows a typology of white-collar crimes. As the table illustrates,
white-collar crimes can be divided into three groups: theft, offenses against
public administration, and regulatory offenses. White-collar thefts include
embezzlement, extortion, forgery, and fraud. Embezzlement is the purpose-
ful misappropriation of property entrusted to one’s care, custody, or control
to which one is not entitled. In some states this crime is called “misappli-
cation of property” and is included under theft as a type of larceny. The es-
sential element of embezzlement is violation of fiduciary (or financial)
trust. An example is seen in the case of the former chief financial officer of
Day-Lee Foods in California, who was convicted of stealing $100 million in
company funds by manipulating company accounts over a period of seven
years.5 Embezzlement is usually punished on the basis of how much money
or property is misappropriated.

Extortion also involves theft, but it is accomplished in a different man-
ner. It consists of purposely obtaining property from another person with
that person’s consent, when that consent is induced through wrongful use
of force or threat of force or under the guise of official authority. Many states
classify extortion as a type of larceny or theft. Extortion is sometimes called
blackmail, as in the case of Sol Wachtler, chief judge of the New York State
Court of Appeals, who was charged with telling his former lover that he
would sell sexually explicit photos of her and her new boyfriend if she did
not give him money.6 The word blackmail is derived from European terms
for money or payment (e.g., French maille, Gaelic mal, German Mahl). The
“black” is believed to reflect the illegal nature of the payments and also may
refer to the metal in which the payment historically was made. Copper or
other base metal was usually used, rather than silver (a “white” metal). With

the advent of paper currency, metal coins are
now infrequently used as a form of payment, but
the term blackmail continues to be used today.

A person who falsely makes or alters an offi-
cial document with intent to defraud commits
the crime of forgery. The penalty for forgery is
often based on the type of document that is
forged. For example, forging passports or cur-
rency usually carries a higher penalty. Forgery
also includes other offenses that are sometimes
defined separately under state law. Counterfeit-
ing money, criminal possession of forged docu-
ments, and falsifying business records are all
variations of the crime of forgery. Federal offi-
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embezzlement
The purposeful
misappropriation of property
entrusted to one’s care,
custody, or control to which
one is not entitled.

extortion
Purposely obtaining property
from another person without
consent through wrongful use
of force or fear or under the
guise of official authority.

forgery
Falsely making or altering an
official document with the
intent to defraud.

TA B L E  5 .1 A Typology of White-Collar Crime

C R I M E S  O F  T H E F T

Embezzlement

Extortion

Forgery

Fraud

C R I M E S  A G A I N S T  P U B L I C

A D M I N I S T R AT I O N

Bribery

Obstruction of justice

Official misconduct

Perjury

R E G U L AT O R Y  O F F E N S E S

Administrative violations

Environmental violations

Labor violations

Manufacturing violations

Unfair trade practices

S O U R C E :  White-collar Crime in America by Albanese, JAY, © 1995. Reprinted by permis-
sion of Prentice-Hall, Inc., Upper Saddle River, NJ.
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cials began an investigation in 2000 when counterfeit
law enforcement credentials were found to be available
for purchase on the Internet. Undercover investigators
were able to enter secure areas of airports and govern-
ment buildings with the false identification.7

Another type of white-collar theft is fraud, or pur-
posely obtaining the property of another person through
deception. Fraud is at the heart of the concept of white-
collar crime. Together with conspiracy, it forms the
basis for many organized illegal acts. In many states
bankruptcy fraud, false advertising, issuing a bad check,
criminal impersonation, and theft of services are re-
garded as specific types of fraud. Fraud thus involves lar-
ceny by trickery or deceit. A common form of fraud is
telemarketing scams. In a typical case, a New Jersey
company used a 900 number to charge people up to $28
per call for responding to mail announcing that they
had won a prize—which turned out to be worthless
jewelry.8 In a well-known case, American Family Pub-
lishers agreed to pay $1.25 million to thirty-two states
over allegations of deceptive sales practices. This company sent more than
200 million mailings annually, using the names of well-known celebrities
Ed McMahon and Dick Clark, to tell each recipient that he or she was one
of a very small number of winners. The mailings suggested that if recipi-
ents ordered magazine subscriptions, their chances of winning a multimil-
lion-dollar prize would be enhanced. The company agreed to make it clearer
in future mailings that no purchase was necessary to enter or win the
sweepstakes prize. This settlement was similar to one reached between
Publishers Clearing House and fourteen states a few years earlier.9 Al-
though money is not obtained by theft in these cases, deceptive practices
can trick a person into believing they are buying a chance at a million dol-
lars through a magazine order. Obtaining money through deception is the
essence of fraud.

Crimes against Public Administration

Crimes against public administration involve misconduct by government
officials and by individuals attempting to disrupt or corrupt government
processes. The crimes in this category include bribery, obstruction of jus-
tice, official misconduct, and perjury. Bribery involves the voluntary giving
or receiving of anything of value with the intent to influence the action of
a public official. The more important the official act to be performed is, the
more serious the penalty. For example, bribery of a judge in a criminal case
carries a significant penalty. Bribery law works two ways: One can be con-
victed of bribery for offering the corrupt payment as well as for receiving it.
In South Carolina, for example, fifteen legislators and six lobbyists were
among those convicted after the FBI videotaped legislators taking cash from
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fraud
Purposely obtaining the
property of another person
through deception.

bribery
Voluntary giving or receiving
anything of value with the
intent of influencing the action
of a public official.

Forgery is the alteration of an offi-
cial document with intent to de-
fraud, and knowingly buying or
selling forged documents also are
criminal acts. What “documents”
typically are found in forgery
cases? What characteristics of for-
gery make it a white-collar crime?
What are some other types of
white-collar theft? 
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lobbyists in exchange for their votes.10 Seven Arizona legislators were
charged in a similar bribery scandal.11

Intentionally preventing a public servant from lawfully performing an of-
ficial function is obstruction of justice. In the cover-up of the 1972 burglary
of the Democratic party headquarters in the Watergate complex, for exam-
ple, members of the White House staff refused to cooperate with investiga-
tions of alleged wrongdoing, and some were ultimately convicted of
purposely concealing relevant information, which is obstruction of jus-
tice.12 In 1993 three New York State troopers confessed to falsifying finger-
prints in more than thirty criminal cases over a period of nine years in order
to “solve” cases with adulterated evidence.13 Lying about this evidence in
court was obstruction of justice.

Official misconduct is a public official’s unauthorized exercise of an of-
ficial function with intent to benefit or injure another. Also, a person who
uses an elected office for personal gain is guilty of official misconduct. Such
misconduct can result from an act of omission (failure to perform legal
duties) or commission (exercising powers in an unauthorized manner). Peo-
ple who use their public office to “fix” tickets, obtain permits without pay-
ment, or solicit sex are committing official misconduct. In 2000 a municipal
judge in Cleveland was accused of soliciting payments from defendants to
influence his decisions, which is a form of official misconduct.14

When someone makes a false statement under oath in an official proceed-
ing, he or she is guilty of perjury or false swearing. The punishment for per-
jury is usually based on the nature of the proceeding. Perjury during a trial
or grand jury proceeding is considered more serious than false swearing on
an affidavit. John Poindexter, former national security advisor to President
Reagan, was convicted of perjury when he was shown to have lied to Con-
gress as part of the cover-up in the Iran–Contra affair.15 In 1999 inside in-
formation provided by a former officer in the Los Angeles Police
Department resulted in the dismissal of several cases due to confirmed in-
stances of false testimony and planted evidence.16

Corporate Crimes

The third category of white-collar crimes is corporate crimes, also called reg-
ulatory offenses. The laws governing these offenses are designed to ensure
fairness and safety in the conduct of business so that the desire for profits
does not lead to dangerous or unjust actions. There are hundreds of types
of regulatory offenses, but they can be grouped into five different categories:
administrative, environmental, labor, and manufacturing violations, and un-
fair trade practices.

Administrative offenses involve the failure to comply with court orders
or agency requirements. Failures to keep adequate records, submit compli-
ance reports, acquire a valid permit, and the like are against the law where
these procedures are required. For example, Equifax, a leading credit-
reporting agency, settled a case brought by eighteen states alleging that it
was issuing inaccurate credit reports. The company agreed to make credit
reports easier to read, to explain to consumers how a credit rating is derived,
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obstruction of justice
Intentionally preventing 
a public servant from lawfully
performing an official function.

official misconduct
The unauthorized exercise of an
official function by a public
official with intent to 
benefit or injure another.

perjury
Making a false statement 
under oath in an official 
proceeding.

corporate crimes
Dangerous or unjust actions in
the conduct of business
prompted by the desire for
profits. Same as regulatory
offenses.
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and to resolve disputed reports within thirty days. Another credit-reporting
agency, TRW, settled a similar case brought by nineteen states.17 In the year
2000, Bayer agreed to pay $1 million over an inaccurate claim that nearly
all adults could prevent heart attacks with aspirin.18 In 2003, the first con-
viction occurred in the Enron scandal, which involved massive fraud and
misrepresentation in an energy-trading company.19

Environmental violations include emissions or dumping in violation of
legal standards. Discharges of harmful substances into the air or water with-
out a permit, failure to treat waste adequately before disposal, and deposit
of hazardous waste in a landfill are examples of environmental violations. A
Michigan man was sentenced to three years in prison and to pay restitution
for his role in abandoning 70 drums of hazardous waste in an empty field.20

Labor violations can take several forms, including discriminatory hiring
practices, exposure of employees to harm in the workplace environment,
and unfair treatment of employees. Examples of unfair treatment include
firing without cause, refusing employment, and ignoring complaints of sex-
ual harassment. Imperial Food Products officials were charged in 1992 with
twenty-five counts of involuntary manslaughter for locked exits and other
safety violations that resulted in the deaths of twenty-five workers in a fire
at Imperial’s chicken-processing plant in Hamlet, North Carolina.21 A
Boston contractor was fined by the Occupational Safety and Health Admin-
istration for repeated safety violations after a worker fell fifteen feet into a
pit and was killed.22

The manufacture of unsafe products is the essence of the manufacturing
violations category. Electric shock hazards, fire hazards, and lack of adequate
labeling or directions on products are examples of such violations. In one
of the largest product liability cases in U.S. history the manufacturer of the
diet drugs Redux and Pondimin agreed to pay $3.75 billion to thousands of
people who suffered, or might suffer in the future, from heart valve damage
linked to the drugs. Two members of the Pilgrim family of Mississippi re-
ceived prison sentences for selling syrup and honey products that were la-
beled as pure but were not made from pure ingredients.23

Unfair trade practices prevent fair competi-
tion in the marketplace. Monopolization, price
discrimination, price-fixing, and bid rigging are
examples of unfair trade practices. In one case
the state of Florida filed a lawsuit against three
manufacturers of infant formula, claiming that
they had conspired to raise the price of baby for-
mula. The state pointed out that formula prices
had risen 155 percent, whereas the price of milk,
the primary ingredient, had risen only 36 percent
over the same period.24 Toys R Us and two other
toy makers agreed to pay $50 million to settle a
multistate lawsuit claiming that they prevented
other toy makers from selling popular toys to
discount stores. The case arose from a complaint
by the FTC that Toys R Us illegally used its size
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and domination of the toy market to force toy makers to supply toys to them
and not to discount stores. In this way, Toys R Us was alleged to have un-
fairly reduced its competition in the toy market and to have artificially
raised prices.25

As the offense categories for corporate crimes illustrate, regulations are de-
signed to protect the public from unscrupulous or dangerous business prac-
tices. This type of white-collar crime is based on deviations from legitimate
business activity. Penalties for violating regulations sometimes involve crim-
inal sanctions; thus, regulatory offenses are part of the criminal law.

Trends in White-Collar Crime

An important question is whether white-collar crime is increasing or de-
creasing. An answer is not readily available, because there are no regularly
collected data for white-collar crimes as there are for street crimes. Victim-
ization surveys count only rape, robbery, assault, burglary, larceny, and
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In the 1999 hit movie A Civil Action, the viewer is pre-
sented with a familiar stereotype of the civil lawyer: the
arrogant, money-hungry, egotistical ambulance chaser.

For the dynamic Jan Schlichtmann, winning a case is only
about making money, not about procuring justice. The viewer
is surprised, then, when Schlichtmann travels to Woburn,
Massachusetts, to visit a group of parents who have lost chil-
dren to leukemia. As the Woburn residents began to recognize
the extraordinarily high rate of cancer in their  community,
significant toxic pollutants were found in two of the town’s
water wells. 

Based on the book A Civil Action by Jonathan Harr, the
film provides an excellent account of the real 1970s civil case
against Beatrice Foods and W. R. Grace. In the movie we 
see a tannery foreman explaining that the process by which
animal hides are cured involves pouring chemicals over 
the leather. Questions remain as to whether the chemical
spillage from the process is responsible for the toxins in the
wells and to what extent the pollutants were spread know-
ingly or intentionally. Because the alleged environmental vio-
lations have been blamed for the illness and deaths of many
Woburn residents, Schlichtmann has the responsibility of
proving specific cause and effect in relation to the damages
he is claiming.

Perhaps the most interesting aspect of the story is how
the case humanizes the showboat lawyer Schlichtmann. He is

clearly out for profit when
he takes the case, but as he
is faced with the suffering
of the parents of Woburn’s leukemia victims, his motive be-
comes more about justice than money. It is a position that
will cost him the case: In his search for truth and justice, he
turns down a $20 million offer from Grace and a $4 million
offer from Beatrice. (The jury later would award $8 million
from Grace, allocated almost exclusively for toxic cleanup,
and would absolve Beatrice of liability.) For the parents the
civil action was obviously never about the money; but for
Schlichtmann, the eye-opening experience leaves his presti-
gious law firm bankrupt.

Is it possible that corporations are aware of their regula-
tory crimes but determine that it is more financially advanta-
geous to pay damages than to fix the problem? Should there
be a cap on how much injured parties can recover from regu-
latory crimes? Who ultimately pays for the damages that
corporations must remit if they lose in a civil action brought
against them?

A Civil Action
Media and Criminal Justice



motor vehicle theft. The Uniform Crime Reports, however, include forgery/
counterfeiting, fraud, and embezzlement in their tallies of arrests (which
represent only offenders who are caught). As Table 5.2 indicates, arrest
rates for all these offenses have risen dramatically since 1970, even if we
control for population growth (rate per 100,000 population). Both the num-
ber and the rate of arrests for fraud are higher than those for embezzlement
and forgery, although arrest rates for the latter crimes have increased as well.

Increases in white-collar crime reflect employment trends. The propor-
tion of the U.S. population employed in jobs that provide access to infor-
mation and financial accounts is increasing, and as a result more people
have access to criminal opportunities involving misuse of authority and
funds.26 As Americans move further away from agriculture and manufac-
turing to jobs in service industries, high technology, and related profes-
sions, access to cash and account numbers by more employees will increase
the opportunities for fraud.

Increases in white-collar crime also will reflect demographic trends. The
average age of the U.S. population is rising. In 1970 the median age was 27,
in 2000 it was 35, and by 2025 it will be about 40.27 The aging of the U.S.
population is due to a low birthrate combined with the fact that people are
living longer than earlier generations did. The net result is more people in
the “white-collar crime–prone” over-twenty-five age group. The majority of
those arrested for forgery, embezzlement, and fraud are over twenty-five.

Why Is Computer Crime 
a Growing Threat?

The United States and much of the rest of the world has become completely
dependent on computers and electronic telecommunications. Most U.S.
households now have computers, as do the vast majority of governments,

W H Y  I S  C O M P U T E R  C R I M E  A  G R O W I N G  T H R E A T ? 111

TA B L E  5 . 2 Arrests for White-Collar Crimes (Number and Rate per 100,000 Population)

O F F E N S E S

Forgery/counterfeiting

Fraud

Embezzlement

19 9 5

91,991

46.8

320,046

162.9

11,605

5.9

P E R C E N T  C H A N G E  

I N  R AT E

+39%

+116%

+33%

S O U R C E :  Data compiled from Federal Bureau of Investigation, Crime in the United States (Washington, DC: U.S. Government
Printing Office, published annually).
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businesses, and schools. In the very near future, computers will become as
central to our lives at home as they already are at work for most people. The
opportunities for misuse of information systems and communication tech-
nologies grow daily.

The spread of the automobile early in the twentieth century nearly dou-
bled the number of offenses named in the criminal codes of the United
States, and the dominance of the computer is likely to have the same im-
pact in the twenty-first century. Automobiles provided opportunities for il-
legal activity ranging from substandard manufacturing and repair frauds to
auto theft. Computers will have a similar impact as computer viruses and
cybertheft threaten people’s property and the public order. Legal codes are
being modified to eliminate opportunities for crime or misuse, much as
changes were needed when automobiles became commonplace.

Types of Computer Crimes

Computers are most often used to steal, but they can be used to commit
other crimes as well. Different types of computer crime can be grouped into
two basic categories: crimes in which computers are used as the instrument
of the offense, and crimes in which computers are the object of the offense.
Computers are used as an instrument in crimes of theft such as embezzle-
ment, fraud, or larceny by computer. For example, the controller at Halifax
Technology Services admitted embezzling $15 million by generating corpo-
rate checks to herself over a period of three years. She was sentenced to six
and a half years in prison, and she must make repayment at a rate of no less
than $500 per month until the debt is repaid.28 Computers can also be in-
struments of crime when they are used for purposes of extortion or harass-
ment. The spread of computer viruses, hidden programs that annoy a user
or threaten to alter a user’s computer files, is an example. Thousands of In-
ternet users received unsolicited e-mails stating that their orders had been
processed and their credit card would be charged $300, but these people had
not ordered anything. They were advised to call a phone number with a 767
area code if they had questions. The phone number turned out to be a phone
sex line that incurred an automatic charge when connected. The number
was located in the West Indies. The conspirators received their money from
the phone companies who charged the customers for their connection to the
phone sex line. The FTC obtained a court order to freeze the funds collected
by phone companies for calls to the phone sex number.29 This scheme il-
lustrates the fact that criminal behavior in the new millennium will involve
more sophisticated ways to steal and that the response of the criminal jus-
tice system will have to be more sophisticated as well.

Computers can be the object of a crime when the intention is to cause
damage to computer hardware (machines) or software (programs). Data de-
struction and theft or vandalism of computers or programs are examples of
such crimes. Likewise, computers can be the object of crime when the in-
tention is to alter data stored in them. Attempts to alter financial state-
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ments, credit histories, or college grades are examples of this type of com-
puter crime. In other cases, privileged or confidential information, such as
software or company secrets, can be altered for purposes of sabotage or
copied and sold for illicit profit. Table 5.3 illustrates the variations within
the two general categories of computer crime.

Consequences of Computer Crime

The most common form of computer crime is theft by computer. The com-
puter manager at King Soopers stores in Colorado was charged with steal-
ing $2 million by manipulating computer records at the stores while he was
supposed to be fixing “bugs” in the system.30 Increasingly, computers and
high-quality color printers are used to counterfeit U.S. currency. Of the $40
million in counterfeited money seized annually, about half is computer
generated.31 In these cases computers are used as an instrument to carry out
thefts in the form of embezzlement and fraud.

Growing use of the Internet to make purchases has resulted in frauds
where buyers and sellers fail to live up to their computer-based agreement.
Bidding on products via e-mail auctions has become an extremely popular
form of Internet purchasing, but about 80 to 90 percent of the complaints
received by the Federal Trade Commission involve instances where a buyer
pays for an item but never receives it from the seller. The FTC reports that
complaints about Internet bidding fraud have increased dramatically. The
average loss per consumer is estimated at approximately $300.32

Examples of computer crimes abound. Kevin Mitnick was charged with
four counts of fraud for using a friend’s office computer to break into the com-
puter system at Digital Equipment Corporation. Mitnick copied software
that had cost Digital $1 million to develop. He was also charged with elec-
tronically entering the Leeds University computer system in England and
transferring his telephone charges to a nonexistent MCI long-distance ac-
count. Mitnick pled guilty to charges of penetrating business computer sys-
tems and causing millions of dollars in damage.33 In another case, computer
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TA B L E  5 . 3 Types of Computer Crime

C O M P U T E R  A S  I N S T R U M E N T

Theft by computer (using a computer 
as a tool to steal)

Harassment/extortion (using a computer
as a means for intimidation or threats)

C O M P U T E R  A S  O B J E C T

Damage to software/hardware
(physical or electronic damage to
computers or computer programs)

Data alteration (changing information
for undue advantage or revenge)

S O U R C E :  Crime in America: Some Existing and Emerging Issues by Albanese, Jay. © 1993.
Reprinted by permission of Prentice-Hall, Inc., Upper Saddle River, NJ.
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hackers apparently stole $12 million in telephone charges from NASA over
two years, using long-distance credit card numbers.34 These are examples of
a trend toward using computers as a “burglar’s tool” to conduct theft.

Another type of computer crime is the use of a computer to harass or ex-
tort a victim. Perhaps the most notorious case of this type is that of Don-
ald Burleson, who inserted a virus (a program that continuously duplicates
itself, interfering with the normal operation of computers) into the com-
puter system at a brokerage firm from which he had been fired. The virus
erased 168,000 sales commission records.35 Robert Morris, a twenty-three-
year-old graduate student, released a macrovirus that brought more than
6,000 university, research, and military computers to a standstill, although
no information was taken or lost. A computer “worm” outbreak in 2002 and
2003 prompted calls for better regulation of the Internet, which has yet to
occur.36 Many other viruses have been planted in computer programs. Some
are relatively innocuous, flashing “Peace” or other messages on thousands
of computer screens; others can be extremely harmful. The potential for
damage has intensified efforts to improve security technology.

A twenty-one-year-old college student in New Jersey was charged when
he sent 24,000 e-mail messages to two administrators, who promptly re-
voked his computer privileges.37 Nine regional Internet service providers
were infiltrated by hackers—individuals with sophisticated knowledge who
go to great lengths to infiltrate computer systems.38 In each of these cases
the computer was used as an instrument to harass, invade privacy, or ex-
tort a victim. Hackers were detected in U.S. military computers more than
2,000 times during the 1990s, usually attempting to steal software or data
or to leave viruses.39 Although classified information has not been accessed,
the potential threat is clear.

Another type of computer crime involves damage to hardware or soft-
ware. The damage can be physical or can exist in terms of competitive
value. For example, Microsoft Corporation, working with U.S. marshals,
seized more than $1 million in counterfeit software in Los Angeles that had
been produced by ten illicit businesses.40 Pirated software has been smug-
gled to Hong Kong and elsewhere, where copies of programs such as Win-
dows are sold for only 5 dollars.41 Printed matter and photographic images
also are pirated in acts of copyright infringement.

In some computer crimes the object is acquisition or alteration of data
for an unlawful purpose. During the 1980s a computer systems manager at
Lawrence Berkeley Laboratory in California realized that an unauthorized
user was looking at his computer files, so he set up a phony “Star Wars”
computer file that the hacker could not resist. The suspect was eventually
tracked to Hanover, West Germany, where three people were charged with
selling secrets to the Soviet Union.42 In the late 1980s the FBI’s Computer
Intrusion Squad found that 30 percent of large corporations and government
agencies it surveyed admitted that their computer systems had been pene-
trated by outsiders during the previous year; 55 percent reported unautho-
rized access by insiders.43
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Rates of computer crimes of all types are increasing, posing problems 
for law enforcement. A survey of 250 businesses found that the dollar value
of losses from computer crimes totaled $137 million. Thefts of proprietary
company information rose to approximately $1.7 million.44 An FBI and
Computer Security Institute survey of 163 businesses reported combined an-
nual losses of $124 million.45 Employees account for nearly two-thirds of sus-
pected cases of computer crime, and some estimates place the number as
high as 90 percent. In addition, many huge losses likely go unreported be-
cause companies wish to avoid bad publicity and embarrassment, especially
if the value of their stock is likely to decrease as a result.

The impact of cybertheft on consumers is evident. In one year two mem-
bers of a computer hacking group stole 1,749 credit card numbers.46 This
type of activity has resulted in growing numbers of instances of identity
fraud, in which false identification and credit cards are manufactured based
on personal information stolen without the victim’s knowledge. The crim-
inal then uses the fake cards to spend lavishly, ruining in the process the
victim’s financial standing and credit rating. Although credit card insurance
often covers much of the financial loss, victims of identity fraud must
reestablish their credit ratings and personal reputation, a process that can
take several years. The U.S. Secret Service reports that actual identity fraud
losses are $745 million per year.47

The causes of computer crime have not been studied extensively, but a sur-
vey of 600 university students found that 34 percent had pirated software and
16 percent had gained illegal access to a computer system. The study found
that in many cases these behaviors were learned from others or imitated.48

A complication in understanding the nature and scope of computer crime is
the fact that businesses seldom want to admit to vulnerability and therefore
tend to underreport breaches of computer security. In 1996 the Department
of Justice established its Computer Crime and Intellectual Property Section
to investigate and prosecute computer-related crimes. Thus far, the biggest
challenge has been convincing businesses to report these offenses.49

Despite these problems, there have been some notable successes in efforts
to combat computer crime. Many of these cases have resulted from work
of the FBI’s National Computer Crime Squad, which commenced operations
in 1992. Undercover sting operations and the sharing of businesses’ infor-
mation about suspected computer hacking are the two most common meth-
ods of investigation. In 1996, for example, seventy-eight people were
convicted for trading child pornography over the Internet in an FBI sting op-
eration.50 A thirty-seven-year-old computer repairman was found to have
infiltrated Internet service providers and collected 100,000 credit card num-
bers. He was ready to sell a CD–ROM with these stolen numbers on it for
$260,000 at San Francisco Airport but walked into an FBI sting operation.51

Two raids on suspected Internet gambling operations in the Northeast found
proceeds estimated at $56 million. In sum, it appears that computers are
being used to commit both white-collar and organized crimes and that im-
proved law enforcement sophistication is needed to combat them.
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How Does Organized Crime Operate?
Organized crime has always fascinated people as a form of criminal behav-
ior, yet its definition and true scope often are unclear. The President’s Com-
mission on Law Enforcement in the mid-1960s concluded that “our
knowledge of the structure which makes ‘organized crime’ organized is
somewhat comparable to the knowledge of Standard Oil which could be
gleaned from interviews with gasoline station attendants.”52 A similar
commission appointed by Ronald Reagan, reporting in 1987, also did not
offer any clear definition of organized crime. One definition of organized
crime, based on the work of researchers in the field, reads as follows:

Organized crime is a continuing criminal enterprise that rationally
works to profit from illicit activities that are often in great public de-
mand. Its continuing existence is maintained through the use of force,
threats, monopoly control, and/or the corruption of public officials.53

Even this definition is incomplete, however. For example, how does an
otherwise legitimate corporation that collects toxic waste but dumps some
of it illegally fit into this definition? Is a motorcycle gang that sells drugs
as a sideline part of organized crime? What about a licensed massage parlor
that offers some customers sex for money? The National Advisory Commit-
tee on Criminal Justice Standards and Goals has recognized that there are
more similarities than differences between organized crime and so-called
white-collar crime: “The perpetrators of organized crime may include cor-
rupt business executives, members of the professions, public officials, or
members of any other occupational group, in addition to the conventional
racketeer element.”54

At the same time, important differences exist between organized and
white-collar crime. Perhaps the most significant distinction is the fact that
white-collar crimes generally occur as a deviation from legitimate business

activity. Organized crime, on the other hand,
takes place through a continuing criminal enter-
prise that exists to profit primarily from crime.

It is important to keep in mind the fact that or-
ganized crime is not restricted to the activities of
criminal syndicates. As Henry Pontell and Kitty
Calavita concluded in their study of the savings
and loan scandal of the 1980s, if we apply the
term organized crime to continuing conspiracies
that include the corruption of government offi-
cials, “then much of the savings and loan scandal
involved organized crime.”55 In interviews with
the Federal Bureau of Investigation, the Secret
Service, and regulatory agencies, Pontell and
Calavita found a “recurring theme” of conspira-
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cies between savings and loan officials (“insiders”) and accountants, lawyers,
and real estate developers (“outsiders”) that operated as a continuing crim-
inal enterprise. If we compare these kinds of corrupt relationships with more
traditional organized crime techniques such as no-show jobs at construction
sites or payoffs for “protection,” we find that they are more similar than dif-
ferent. Examples such as this illustrate that much of the crime committed
by private corporations, politicians, and government agencies is as serious
and harmful as the organized crimes of criminal enterprises.56

A Typology of Organized Crime

What types of illegal acts are we referring to when we speak of organized
crime? Organized crime falls into three basic categories: provision of illicit
services, provision of illicit goods, and infiltration of legitimate business.
Within each of these categories are specific crimes that often come to the
attention of the criminal justice system.

Provision of illicit services involves attempts to satisfy the public’s de-
mand for certain services that may not be offered by legitimate society. Spe-
cific crimes in this category include loan-sharking, prostitution, and certain
forms of gambling. Loan-sharking is the lending of money at an interest rate
above that permitted by law. Organized prostitution offers sex for pay on a
systematic basis. Numbers gambling is a type of lottery that operates with-
out the approval of the state.

Provision of illicit goods involves offering particular products that a seg-
ment of the public desires but cannot obtain through legitimate channels.
The sale and distribution of drugs and the fencing and distribution of stolen
property are examples of crimes in this category. There is a great demand
for drugs, such as marijuana, cocaine, valium, and heroin, that are either il-
legal or distributed under very strict regulations imposed by government.
In a similar way, many people desire to buy products at the lowest possible
price, regardless of how the seller originally obtained them. In response to
this demand, organized criminals fence stolen merchandise, buying stolen
property and then selling it to customers who do not care where it came
from.

The third category of organized crime is infiltration of legitimate business.
This is often characterized by racketeering, which involves an ongoing crim-
inal enterprise that is maintained through a pattern of criminal activity.
Labor racketeering and the takeover of waste disposal companies are exam-
ples of this type of crime. Labor racketeering involves the use of force or
threats to employers or employees that if money is not paid, violence, strikes,
and/or vandalism will result. In a similar way, organized crime syndicates
have taken over waste disposal companies by coercing the legitimate own-
ers to sell the business or have it operated by an outsider. Having the use of
a legitimate business allows an organized crime figure to engage in money
laundering. This is a method of “washing” illegally obtained money (e.g.,
money from drug sales or gambling proceeds) by making it appear that the
money was earned legally as part of the legitimate business.
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Table 5.4 illustrates this typology of organized crime. Provision of illicit
goods and services is distinguished from infiltration of legitimate business by
its consensual nature and by the lack of direct or inherent violence. That is,
organized crime figures who offer illegal betting, loan-sharking, or drugs rely
on the public’s unsatisfied demand for these services. They also rely heavily
on return business, so they want the illicit transaction to go well. It is very
unusual for criminal syndicates to solicit business. Instead, those interested
in illicit goods and services seek out the providers. But although violence plays
no inherent role in the activities themselves, bad debts cannot be collected
through the courts, as they can for loans and sales in the legitimate market.
Therefore, violence or threats occur when one party to the transaction feels
cheated or shortchanged and has no legal alternative for resolving the dispute.
Violence also can occur when an organization attempts to control or monop-
olize an illicit market. If a group wishes to corner the market on illicit gam-
bling in a particular area, for example, it may threaten or intimidate its illicit
competitors. These threats are an enforcement mechanism rather than a part
of the activity of providing illicit goods and services.

The infiltration of legitimate business is more predatory than the provi-
sion of illicit goods and services. In this case organized crime groups attempt
to create demand for their services rather than exploiting an existing mar-
ket. Demands for “protection” money or demands that employers provide
no-show jobs in return for avoidance of property damage, work stoppages,
or violence illustrate the predatory nature of this type of crime. In legal
terms, organized crime uses coercion or extortion in the infiltration of le-
gitimate business. “Protection” of prostitutes from robbery and assault in
return for coerced payments to pimps is another example of the predatory
nature of organized crime.

Organized Crime Offenders

Ethnicity is a common basis for categorizing organized crime, but this is
misleading. A growing body of evidence shows that organized crime is not
limited to the activities of a single, or even a few, ethnic groups. The Pres-
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TA B L E  5 . 4 A Typology of Organized Crime

T Y P E  O F  A C T I V I T Y

Provision of illicit goods
and services

Infiltration of legitimate
business

N AT U R E  O F  A C T I V I T Y

Gambling, loan-sharking, prostitution,
distributing narcotics and stolen property

Coercive use of legal businesses for 
purposes of exploitation

H A R M

• Consensual activities

• No inherent violence

• Economic harm

• Nonconsensual activities

• Threats, violence, extortion

• Economic harm

S O U R C E :  Albanese, Organized Crime in Our Times (Lexis/Nexis/Anderson, 2004).
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ident’s Commission on Organized Crime in the 1980s described “organized
crime today” as being carried out by eleven different groups:

La Cosa Nostra (Italian)

Outlaw motorcycle gangs

Prison gangs

Triads and Tongs (Chinese)

Vietnamese gangs

Yakuza (Japanese)

Marielitos (Cuban)

Colombian cocaine rings (drug cartels)

Irish organized crime

Soviet organized crime (the “Russian Mafia”)

Canadian organized crime.57

This curious mixture includes groups defined by their ethnic or national ori-
gin, by the nature of their activity (cocaine rings), by their geographic loca-
tion (prison gangs), and by their means of transportation (motorcycle gangs).
While such attributes may help describe a group, they are not very useful
as explanations of behavior. Moreover, there is evidence that these and
other organized crime groups sometimes work together.58

Ethnicity, therefore, is not a very powerful explanation for the existence
or the causes of organized crime. This conclusion is supported by several
studies of ethnically based organized crime. These studies show not only
that no single ethnic group or combination of groups accounts for most or-
ganized crime, but also that as an explanation for organized crime, ethnic-
ity is secondary to local opportunities for crime. A study by historian Alan
Block of the illicit cocaine trade in New York City in the early twentieth
century identified Jews as major players but also found evidence of consid-
erable interethnic cooperation among New York’s criminals. There was ev-
idence of involvement by Italians, Greeks, Irish, and blacks, who did not
always work within their own ethnic groups. Block described these crimi-
nals as “entrepreneurs” who were not part of one particular organization but
were involved in a “web of small but efficient organizations.”59

A study by Patricia Adler of the underground drug market in one com-
munity found that the market was largely competitive. Participants “en-
tered the market, transacted their deals, [and] shifted from one type of
activity to another” in response to the demands of the market rather than
the dictates of any ethnically based organization.60

Similarly, in a study of illegal gambling and loan-sharking in New York,
Peter Reuter found that economic considerations dictated entry into and exit
from the illicit marketplace. Reuter concluded that these criminal enterprises
were “not monopolies in the classic sense or subject to control by some ex-
ternal organization.”61 Instead, local market forces shaped criminal behavior—
more so than ethnic ties or other characteristics of the criminal groups.

In a classic ethnographic study, Francis Ianni became a participant–
observer of an organized crime group for two years; he also made observations
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of two other criminal groups. He found these groups to “have no structure
apart from their functioning; nor do they have structure independent of their
current ‘personnel.’”62 Joseph Albini’s pioneering study of criminal groups in
the United States and Italy reached a similar conclusion. Rather than belong-
ing to an organization, those involved in organized crime formed relationships
based on the particular activity they were engaged in at any given time. A
crime syndicate, Albini concluded, is “a system of loosely structured relation-
ships functioning primarily because each participant is interested in further-
ing his own welfare.”63 These studies suggest that the structure of organized
crime groups is derived from the activities they are engaged in, rather than
from preexisting ethnic ties.

National and International Aspects of Organized Crime

The true extent of organized crime is unknown. Characteristic organized
crimes such as conspiracy, racketeering, and extortion are not counted in
any systematic way. Other offenses are known only when they result in ar-
rests. The problems with relying on arrests as a measure of criminal activ-
ity are apparent: Much crime is undetected, some that is detected is not
reported to police, and arrest rates go up or down depending on police ac-
tivity and do not necessarily reflect levels of criminal activity. However, ar-
rest data are the only available statistics, and they provide some indication
of the amount of organized crime committed each year.

The Federal Bureau of Investigation tabulates arrests for several offenses
that are characteristic of organized crime. Trends in these arrests from 1970
to 2001 are presented in Table 5.5. As can be seen, arrests for three of the
four categories of offenses increased markedly over the thirty years shown,
whereas arrests for gambling dropped dramatically. These increases and de-
creases can be attributed to two primary factors: changes in law enforcement
priorities and changes in the overall population and in the numbers of po-
lice. Both the U.S. population and the number of sworn police officers in the
United States have grown significantly since 1970. Therefore, one would ex-
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TA B L E  5 . 5 Arrests for Crimes Related to Organized Crime

O F F E N S E

Drug abuse violations

Gambling

Prostitution and com-
mercialized vice

Stolen property (buy,
receive, possess)

19 9 0

785,536

13,357

80,888

119,102

3 0 -Y E A R  C H A N G E

4 times higher

9 times lower

25% higher

2 times higher

S O U R C E :  Data compiled from the Federal Bureau of Investigation, Uniform Crime Report (Washington, DC: U.S. Government
Printing Office, published annually).
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pect a “natural” increase in numbers of arrests, simply because there are
more potential offenders and victims in the population, as well as more po-
lice looking for them.

At the same time, the public mood has shifted, especially with regard to
gambling and drugs. Gambling in many forms has been legalized in a
majority of the states in response to a shift from the perception of gambling
as a vice to its perception as a form of recreation.64 Conversely, public con-
cern about drugs increased over the same period. The large increases in drug
arrests (four times higher in 2001 than in 1970) are matched only by the
huge decline in gambling arrests (nine times lower over the same period).
These changes clearly indicate shifting public—and hence law enforce-
ment—views regarding the seriousness of these forms of criminal behavior.

It is possible that the rates of these offenses have also changed over the
years, but we cannot determine this from arrest statistics. The fact that pros-
titution and commercialized vice arrests increased over thirty years, and
that arrests for stolen property nearly doubled from the 1970 level suggests
that more police, greater enforcement efforts, and increases in the numbers
of cases combined to produce these large increases in arrests.

In the future, organized crime is likely to pose even greater problems than
it has in the past. Technological change and economic globalization are
likely to contribute to growth in organized crime. Organized crime groups
increasingly are making use of stolen and forged credit cards, airline tick-
ets, cell phones, and currency.65 New Visa check cards and MasterMoney
cards require only a signature and no personal identification number to
withdraw funds, making it easy for forgers to withdraw large amounts of
money quickly.66 With each advance in technology, new criminal opportu-
nities emerge. Gambling and pornography on the Internet and banking by
telephone and by personal computer are examples of new opportunities for
both organized crime and white-collar crime to grow in the future.

Just as advances in technology and the fall of Communism have made
worldwide communication and travel much easier in recent years, they have
also made the commission of crime much easier. Passenger miles flown on
international commercial flights have increased by twenty times since
1970, to more than 600 billion miles per year. Global imports have in-
creased by a factor of ten to $3,500 billion over the same period.67 Interna-
tional smuggling, drug distribution, alien smuggling, hijacking, and political
crimes have grown in proportion to the growth of international communi-
cation and movement among countries. As criminal justice researcher
Jonathan Winer has observed, “The very networks that legitimate busi-
nesses use to move goods so cheaply are the same networks that criminals
use to move illicit goods just as easily.”68

International Stolen Vehicle Trade One manifestation of transnational
crime is the growing international trade in stolen vehicles. Of the 1.5 mil-
lion vehicles stolen each year in the United States, approximately 200,000
are shipped overseas for resale. As recently as the mid-1980s, that interna-
tional market barely existed.69 To hide stolen cars from investigators,
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thieves often conceal them behind false container
walls or in large steel containers bound for over-
seas shipping. A single ship holds as many as
4,000 steel containers, each as large as a semi-
trailer. Ten million containers leave the Los An-
geles–Long Beach seaport alone each year, and the
United States has 130 seaports. Criminals pay
thieves to steal desired cars off the street; or crim-
inals buy or rent the cars by using false identifi-
cation and making a cash deposit, then drive away
never to return. On the foreign end, buying and
registering stolen vehicles is not very difficult.
Some countries have no central registry of vehi-
cles. In others, aspiring car owners can bypass reg-
istration requirements with cash payoffs. In some
countries crimes of violence and political unrest
are the focus of police attention, so police are not
overly concerned with imports of stolen cars.

The U.S. Customs Service reports that nearly
one million vehicles are presented for export from
the United States annually. Customs identifies and
seizes nearly 7,000 of these as stolen vehicles with
a total value of over $100 million. The National In-
surance Crime Bureau estimates that 200,000

stolen vehicles are exported each year, so clearly the vast majority of illegal
exports are undetected.70 Table 5.6 illustrates that most stolen vehicles are
transported to Central America, South America, and Eastern Europe.

Major reasons why people in many countries do not simply buy the cars
legitimately are lack of availability and huge import duties. A $50,000 Lex-
us, for example, was found selling in a Thailand showroom for $180,000.71

The total cost of international vehicle smuggling is estimated at $1 to $4
billion annually. As a representative of the National Insurance Crime Bu-
reau remarked, “It’s getting to be of epidemic proportion.”72 In response to
this situation Interpol has established a database on reported stolen vehi-
cles suspected of being transported abroad. More than thirty countries have
been participating, and more than one million vehicles are in the database,
which has been used to track the origin of seized vehicles in countries
around the world.73

Drug Smuggling The problem of international automobile smuggling is
mirrored in international drug smuggling. Drug smuggling begins at a source
country where coca or opium is grown, usually in Central or South Amer-
ica or Asia. Next, the raw plant must be processed. This can be done in the
source country or in a nation where smuggling is relatively easy. Once the
substance has been transformed into a consumable product, it must be
smuggled to the consumer drug market; North America and Europe are the
largest markets. After the drug has been sold to the consumer, money must
be laundered through a legitimate business and transferred overseas; or else
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TA B L E  5 . 6 Stolen Vehicle Recoveries in Foreign Countries

C O U N T R Y

Mexicoa

Belize

Guatemalaa

Dominican Republica

Costa Rica

Panama

Venezuelaa

El Savador

Hondurasa

Nicaragua

Polanda

Russia

N U M B E R  O F  S T O L E N

V E H I C L E S  T R A C E D  T O

T H E  C O U N T R Y  I N  19 9 8

6,345

N/A

64

37

N/A

N/A

55

N/A

36

N/A

19

N/A

N U M B E R  O F  S T O L E N

V E H I C L E S  R E C O V E R E D ,

19 9 6 – 19 9 8

6,011

0

10

33

2

10

15

0

0

9

27

0

aThese countries, along with Germany (twenty-three vehicles), Ecuador (twenty-one
vehicles), Haiti (twenty-one vehicles), and Belgium (sixteen  vehicles), comprise the 
top ten countries in which stolen vehicles were  located in 1998.

S O U R C E :  U.S. Comptroller General, Efforts to Curtail the Exportation of Stolen Vehicles
(Washington, DC: U.S. General Accounting Office, 1999).

U.S.  CUSTOMS



large amounts of cash must be physically
smuggled by couriers back to the manufac-
turing and source countries. As discussed
earlier, the laundering consists of reporting
the drug money as part of the income from
a legitimate business, such as a restaurant
or other business that has a large number
of cash transactions, making the money
look as if it were lawfully earned as part of
the legitimate business.

Here is an example of how the interna-
tional drug trade works in practice. Niger-
ian heroin smugglers recruited non-
Nigerian residents of Dallas to serve as
couriers, smuggling heroin into the United
States. The recruiters provided airline tick-
ets and expense money for the couriers, in
addition to a salary of $5,000 to $10,000 per trip. For each batch the first
courier was sent to Thailand, the heroin source, and took the heroin from
there to an intermediate nonsource nation (such as the Philippines, Kenya,
Poland, or western Europe), where it was delivered to a second courier. The
second courier concealed the heroin in a suitcase or strapped it to his or her
body, and smuggled it into the United States. The strategy was designed to
deceive U.S. authorities, who would not suspect a courier who had not come
from the source country.74 This scheme capitalizes on multiethnic cooper-
ation among criminals—and points to the need for international cooperation
and surveillance by law enforcement agencies.

The two primary opportunities for preventing drug smuggling occur at
the courier stages, when the finished product is being smuggled to the mar-
ket or when the illicit cash is being returned from the consuming country.
In the United States, profiles have been established for drug couriers and for
“high-risk” and “source” nations and airports that lack effective controls
on drug manufacturing or contraband. The profiles are descriptions of trav-
elers who appear likely to be carrying drugs or cash, such as persons who
are making short international trips, carry little luggage, appear in a hurry,
and pay for their tickets in cash.75

Illegal Immigration Illegal immigration is a third example of transna-
tional crime. There are many people throughout the world who wish to
come to the United States and other developed countries but have little
chance of lawful immigration. Chinese smuggling rings have transported il-
legal immigrants to New York City by boat for a charge of $30,000 or more
per person. Sometimes the “cargo” is smuggled by boat to Canada or Mex-
ico and then transported by land to the United States.76 Sometimes smug-
glers ship this human cargo in containers, causing injury and death.77 The
huge smuggling fee often turns the new arrivals into virtual slaves to their
transporters. Because they are illegal aliens, it is difficult for these immi-
grants to obtain legitimate employment, so they often are exploited in

H O W  D O E S  O R G A N I Z E D  C R I M E  O P E R A T E ? 123

In what ways can organized crime
often involve international, or
transnational, crime? According to
statistics on international crime,
what three kinds of contraband
are most likely to be found on a
vessel such as the one shown in
the photo?

HOW TH E DRUG
TRADE WORKS

TARGETI NG
COU RI ERS



sweatshops by unscrupulous employers, become prostitutes or drug couri-
ers, or become involved in criminal activity to raise the money to pay their
smuggling fee.78 The impacts are felt by the U.S. criminal justice system as
well as by the illegal immigrants themselves. Nearly half of the non–U.S.
citizens prosecuted in federal court are living in the United States illegally.
Most have been charged with drug or immigration offenses, which have
risen by more than 10 percent per year over the last decade. Nearly 20,000
noncitizens are now incarcerated in federal prisons.79

There is also concern about illegal immigrants from terrorist countries
who enter Canada and then slip into the United States. Ahmed Ressam, an
Algerian immigrant to Montreal, is awaiting trial in the United States on
charges he tried to smuggle explosives into the United States. Canada’s im-
migration laws are more lax than those in the United States, and Canadian
police agencies are aware of 350 suspects in Canada who are linked to 50
different radical groups. Canada is debating stronger immigration and sur-
veillance measures to prevent it from becoming a “Club Med for terrorists”
who might target Canada or the United States.80

Immigrants continue to be victimized by their smugglers in what is
called trafficking in persons. Many are brought to the United States using
false promises, fraudulent contracts, or outright coercion. Once they arrive,
they are forced to work as slaves for their captors, often in forced labor and
prostitution. The largest case to date involved Kil Soo Lee who headed a
group that trafficked 200 Vietnamese and Chinese women to American
Samoa as sewing machine operators in a garment factory. They were forced
to work there for up to two years under extreme food deprivation, beatings,
and physical restraint. The victims were held in a barracks and guarded at
all times to prevent their escape. Virtually all the money they made went
to their captors.81 As William McDonald has remarked, “The problems of
organized crime involved in the fraud, corruption, smuggling, and victim-
ization associated with illegal immigration represent a growing area of need
for transnational police cooperation which threatens to eclipse interna-
tional drug trafficking as a social problem in the global village.”82

U.S. authorities are able to identify only a small percentage of the ves-
sels carrying illegal immigrants. Given the vast extent of the nation’s bor-
ders and the inability of any nation to search every person, car, boat, and
plane that crosses its borders, there is a clear need for international cooper-
ation and coordination of law enforcement efforts.

What Are the Impacts of 
Terrorism and Hate Crimes?

Terrorism and hate crimes are criminal acts committed for political or so-
cial purposes. They are distinguished from most other forms of crime in that
these offenders usually have no personal financial motive. Instead, they at-
tempt to make a “point” that goes beyond their own self-interest. Their pur-
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pose may be the overthrow of the government, or they may wish to publi-
cize an unpopular opinion. Hate crimes always involve prejudice in some
form—usually racial or ethnic in nature. Terrorism sometimes entails prej-
udice, but more often it stems from political motives or causes. The FBI de-
fines terrorism as

the unlawful use of force or violence against persons or property to in-
timidate or coerce a government, the civilian population, or any segment
thereof, in furtherance of political or social objectives.83

Hate crimes can also be defined in this way. The primary difference is the tar-
get: In the case of terrorism, the government is usually the target; in the case
of hate crimes, a particular minority group is usually the target. Hate arises
from prejudice against people’s race, ethnicity, religious affiliation, or sexual
orientation. In a particularly gruesome case, Aaron McKinney was convicted
for the torture killing of gay college student Matthew Shepard in Wyoming.84

Both terrorism and hate crimes are new and growing concerns for the U.S.
criminal justice system. Before the 1980s major acts of terrorism occurred
almost exclusively in foreign countries, and hate crimes had not been de-
fined as such and were not counted in any systematic way. This changed in
1993 with the bombing of the World Trade Center in New York City, which
killed six people. The offenders were convicted and the mastermind was
sentenced to 240 years in solitary confinement.85 Subsequent terrorist
events in the United States included the 1995 Oklahoma City bombing,
which killed 168 people, followed by the September 11, 2001, attacks on the
World Trade Center and Pentagon, killing 3,047 people. Acts of terrorism
and hate crimes now occur regularly in the United States as well as in other
parts of the world. Aircraft bombings, plots against government agents,
church burnings, periodic random killings of minorities, and actions by hate
groups founded on a premise of racial inequality illustrate the extent of the
problem in the United States.86

Terrorism and Hate Crime Trends

The number of terrorist incidents in the United States has declined since
the 1980s, but the crimes committed are becoming more deadly. Fears of
Y2K-related sabotage resulted in heightened security around the world, and
surveillance efforts resulted in several arrests of persons suspected of ter-
rorist plots.87 Law enforcement authorities are giving higher priority to ter-
rorism investigations, with emphasis on the prevention of terrorist acts.
Trends in the prevention of terrorism in the United States are illustrated in
That’s a Fact. A significant number of terrorist acts have been prevented or
interrupted in recent years, and these preventions are increasing (Figure 5A).
This trend points to the importance of improved intelligence gathering on
terrorist activities, which can anticipate and interrupt planned terrorist ac-
tivity before it results in damage or death.

Statistics for hate crimes were not collected before the 1990s. In 1991 there
were 4,755 reported incidents of hate crimes in the United States. By 2001
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the number had risen to 9,730, an increase of 105 percent. More than 66 per-
cent of these incidents are racial or ethnic in nature, and two-thirds of these
involve antiblack motives. Nearly 19 percent of all reported incidents are re-
ligious in nature; 57 percent of these are anti-Semitic (anti-Jewish). More than
14 percent of all incidents involve sexual orientation; of these, two-thirds
target homosexual males.88 It is clear that minority groups are most likely
to be the targets of hate crimes, and that prejudice against a particular race,
religion, or sexual orientation motivates these offenders.
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Terrorism was becoming more dangerous even prior to
the attacks of September 11, 2001. The National Com-
mission on Terrorism reported in 2000 that injuries and

deaths resulting from terrorist incidents were increasing, while the
total number of incidents had declined somewhat since 1980. This is
displayed in Figure 5A.

How can casualties increase in terrorist incidents, when incidents
decline? Why do you believe agencies were slow to coordinate their
preparedness for major terrorism incidents prior to September 11,
2001, despite the warnings of the National Commission on Terrorism
a year earlier?

Better safeguards in granting visas is an important method to en-
sure that those connected with terrorists are kept out of the United
States. A visa is an official authorization attached to a passport that
permits entry and travel within a country. The United States grants
thousands of visas each year through the State Department to tourists,
workers, students, and other foreign visitors. The U.S. General Ac-
counting Office (GAO), the investigative arm of Congress, has been
asked to examine the visa approval process several times in recent
years. Their findings reveal important information and communica-
tion gaps among U.S. agencies.

The GAO found that the U.S. Departments of State, Homeland
Security, and Justice could more effectively manage the visa process
if they had clear and comprehensive policies and procedures, and
also increased coordination and information sharing among agen-
cies. In a October 2002 report, GAO found that:

The State Department did not provide clear policies on how con-
sular officers should balance national security concerns with the
desire to facilitate legitimate travel when issuing visas; and
The State and Justice Departments disagreed on the evidence
needed to deny a visa on terrorism grounds.

In a June 2003 report, GAO found that the State Department had
revoked visas for terrorism concerns, but that:

The revocation process was not being used aggressively to alert
Homeland Security and law enforcement agencies that individu-

als who entered the country before their visas were revoked
might be security risks; and
The process broke down when information on revocations was
not being shared between the State Department and appropriate
immigration and law enforcement officials.

For example, a detailed analysis of 240 visa revocations found
that U.S. Immigration officials did not receive any notice of the
revocation from the State Department, and in another forty-seven
cases the revocation notice was sent to Immigration twelve days
later. The State Department failed to enter sixty-four of these revo-
cations into its own watch list. An analysis of arrival and departure
data found that twenty-nine individuals entered the United States
before their visas were revoked and they may still remain in the
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Figure 5A
Terrorism Becoming More Dangerous

S O U R C E : National Commission on Terrorism, Countering the Changing Threat of
International Terrorism (Washington, DC: U.S. Government Printing Office, 2000).
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How Terrorism and Hate Crimes Merge

The following case illustrates how the problems of hate crime and terror-
ism merge. Two men belonging to an organization known as the Aryan Na-
tions traveled from Idaho to Seattle, Washington, with the intent of
exploding a bomb inside a gay bar. They were arrested after transporting the
parts required for the bomb, but before they had assembled it. The arrest 
was based on evidence gathered by an undercover informant who had 
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United States. The GAO concluded, “These weaknesses diminish 
the effectiveness of the visa process in keeping potential terrorists
out of the United States.”

The GAO made numerous recommendations to strengthen the
visa process as an antiterrorism tool. These focused on specific poli-
cies and procedures for the interagency visa revocation process to
ensure that when the State Department revokes a visa because of
terrorism concerns, the appropriate units within the Departments of
State and Homeland Security and the FBI are notified immediately
and that proper actions are taken. A diagram of problems in the
information flow in visa screening is shown in Figure 5B.

Changes have been made in the visa process since these reports,
including a doubling of the number of names and information in the
“lookout” system for visa screening. The State Department has said it

is using the GAO recommendations as a road map for making im-
provements in the visa process.

Why do you believe it is so difficult for large federal agencies to
coordinate their efforts in the visa process? If you were in charge, ex-
plain how you might balance the need for international workers and
visitors against the need to protect against terrorism?

S O U R C E :  U.S. Comptroller General, Border Security: New Policies
and Increased Interagency Coordination Needed to Improve Visa
Process (Washington, DC: U.S. General Accounting Office, 2003);
U.S. Comptroller General, Border Security: New Policies and Pro-
cedures Are Needed to Fill Gaps in the Visa Revocation Process
(Washington, DC: U.S. General Accounting Office, 2003).

Department of State

Bureau of
Consular Affairs

revokes visas

Issuing visas

Department of State

Controlling entries
Managing stays

Department of Homeland Security

Managing stays

Inconsistent or incomplete
information flow

No information flow

Department of Justice

Figure 5B
Gaps in the Visa Revocation Notification System
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penetrated the Aryan Nations organization and had accompanied
the two men on their trip to Seattle. The men were convicted of
conspiracy involving interstate travel to kill or hurt human beings
in violation of federal law.

The two men appealed their convictions, arguing that there was
insufficient evidence of a conspiracy. They claimed that the gov-
ernment had failed to prove beyond a reasonable doubt that there
existed an agreement to engage in the crimes charged.89 However,
the U.S. Court of Appeals found the testimony of the undercover
informant, as well as tape-recorded statements of the conspirators,
to be convincing evidence of a conspiracy. Before leaving for Seat-
tle, the men had discussed obtaining a bomb from someone else.
When that person could not be found, the defendants “actively par-
ticipated in purchasing the components necessary to build another
pipe bomb.” Once in Seattle, they sought to borrow a drill from a
friend to use in assembling the bomb. According to the testimony
of the undercover informant, the two men had discussed the effect
an explosion from a pipe bomb would have on a room full of peo-

ple. In discussing the number of homosexuals that would be killed by such
a bomb, they concluded that “the gravel and nails inside it would be lethal.”
One defendant also told the other that it would be best “to buy pipe and pipe
caps for the bombs at various stores.”90 The court concluded that once a con-
spiracy has been shown to exist, evidence establishing a defendant’s connec-
tion with it beyond a reasonable doubt “is sufficient to convict the defendant
of knowing participation in the conspiracy,” even though the connection may
be slight.91 This case demonstrates that the concerns about criminal organ-
ization and conspiracy that arise in hate crimes are nearly identical to con-
cerns posed by terrorism. The planned and conspiratorial nature of the acts,
and the political motives behind them, make terrorism and hate crimes se-
rious threats to public safety and to law enforcement.

An infamous case of domestic terrorism is that of Theodore Kaczynski.
Called the “Unabomber,” Kaczynski pleaded guilty in 1998 to killing three
people and injuring two others in five mail bombs. He also admitted to send-
ing an additional eleven bombs that injured twenty-one other people.
Kaczynski was a fifty-five-year-old mathematician who believed he was
waging a struggle for individual autonomy against the forces of technology.
He lived alone in a remote cabin in the woods for twenty-five years. His tar-
gets were university professors and others he believed represented the
growth of technology. Kaczynski’s motives can be viewed both as domes-
tic terrorism and as hate crimes. He had a political agenda, and his choice
of victims was based on a strong prejudice against people who advocated
technological advancement. Kaczynski ultimately pleaded guilty and was
sentenced to life in prison with no chance of parole.92

In place of the radicals of the earlier twentieth century, right-wing ex-
tremist groups have attracted supporters in recent years. These groups often
adhere to an antigovernment or racist ideology. The FBI has found that re-
cruits to these groups feel displaced by rapid cultural and economic changes
and in some cases are “seeking some form of personal affirmation.” As U.S.
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Sikh children sing “God Bless
America” at a community service
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bin Laden. If terrorism can lead to
hate crimes, how would you pro-
file individuals for terrorism
investigations?
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society continues to change, the FBI predicts that the potential for hate
crimes by extremist right-wing groups will increase.93

Prior to September 11, 2001, antiterrorism efforts were splintered among
different agencies.94 To improve their preparedness to respond to terrorist in-
cidents, federal agencies conducted more than 200 exercises, about a third
of which include state and local participants. Agreement on an interagency
terrorist response program was slow to develop due to problems in securing
appropriate levels of agency participation and in transferring command and
control responsibilities in multiagency efforts.95 The National Commission
on Terrorism, created by Congress after the bombings of U.S. embassies in
East Africa, issued a report in 2000 recommending even more aggressive
steps to prevent terrorism. These included making the U.S. military the
agency to lead the government’s response to terrorist attacks, rather than law
enforcement agencies. It was also recommended that foreign students in the
United States be monitored and that sanctions be taken against nations that
fail to cooperate fully with terrorism investigations.96 These recommenda-
tions sparked some controversy, but they point to flaws in the readiness of
the United States in preventing or responding to acts of terrorism.

These warnings and preparations were not sufficient to prevent the at-
tacks of September 11, 2001, which resulted in a new level of fear and con-
cern in the United States about terrorism, and also new legislation designed
to accomplish the objectives of the earlier efforts which had fallen short.
The USA Patriot Act was passed weeks after the September 11 attacks, and
it provides a series of provisions to enhance the government’s ability to
gather information that may be related to terrorism, including expanded au-
thority to monitor communications among citizens.97 The Patriot Act most
directly affects police powers, and it is examined further in Chapter 9.
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Is the Internet an Avenue 
for Terrorists?

Atwenty-year-old former computer science student pleaded
guilty in Boston in 2000 for a hacking spree against tar-
gets that included the military and NASA.a An “urgent” 

e-mail purportedly from a government agency claimed that ba-
nanas from Costa Rica carry a “flesh-eating” bacteria that can eat
“2 to 3 centimeters of flesh an hour” resulting in amputation or
death. This claim was denied by the U.S. Centers for Disease
Control, but a panic was feared. The banana industry called this
“just another case of Internet terrorism like the recent hacker at-
tacks on popular web sites.”b These are examples of a growing
number of incidents where both government and business Inter-

net sites have been vandalized and sometimes offensive or sub-
versive material posted.

The Internet has come under increasing fire for posting infor-
mation that is inaccurate, inflammatory, and/or dangerous. A
“police brutality” webpage admits to not verifying the facts
posted. The publisher of the webpage said, “I don’t think twice
about badmouthing presidents, newspaper reporters, or other
public officials.”c In 1997 the Supreme Court struck down a law
barring the posting of “indecent” material on the Internet be-
cause that term was too vague. Nevertheless, the government
retains the right to prosecute individuals who post obscene mate-
rial or child pornography on the Internet; these materials are
more clearly defined in law.d

At the same time, the FBI has stated that some Internet
sources “are repositories for inflammatory rhetoric which can in-
fluence extremists. Databases on the Internet contain recipes for

critical thinking exercises
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bombs, dispense information on unconventional weapons, or offer
computer viruses for download.”e There are chat rooms for those
who hold extremist, racist, sexist, and separatist views. Sometimes
these people gather in person to engage in deviant activities. Occa-
sionally these activities are unlawful. There is hate speech on the
Internet as well as antigovernment postings, sites that advocate
rape and violence, and many other sites that can be considered of-
fensive. Those who spend time surfing the Internet can find a
wealth of useful information posted there. But some of that infor-
mation can also be used for destructive or illegal purposes.

C R I T I C A L  T H I N K I N G  Q U E S T I O N S
1. Distinguishing harmless speech from harmful action is diffi-

cult. Should bomb recipes be barred from publication on the
Internet? Why or why not?

2. Should inflammatory rhetoric that incites racial, ethnic, or
government hatred be prohibited on the Internet? Why or
why not?

3. Does a person have a right to post whatever he or she wants
on the Internet, or should there be a standard for Internet
content?

N O T E S

a. John Bacon, “Former Student Admits Hacking NASA,” USA
Today (June 30, 2000), p. 3.

b. David Noack, “Banana Rumor Called ‘Internet Terrorism,’”
APBnews.com (February 25, 2000).

c. Mark Johnson, “Lawsuits Spur New Rules for Internet,” Rich-
mond Times–Dispatch (September 9, 1997), p. 12.

d. Reno, Attorney General of the United States v. American Civil
Liberties Union, 117 S.Ct. 2329 (1997).

e. Federal Bureau of Investigation, Terrorism in the United States
(Washington, DC: U.S. Government Printing Office, 1998), p. 14.

Should There Be Limits 
on Controlling Pollution?

In 2000 two cruise lines each faced fines of $50,000 to
$100,000 for violating smokestack emissions standards in
Alaska.a Two oil refiners also agreed to settle air pollution vi-

olations in a separate case.b Ford and Honda reached an out-of-
court settlement with the government over the sale of hundreds
of thousands of vehicles that did not comply with clean air regu-
lations. The settlement included a $12 million civil penalty and
$150 million worth of free tune-ups and extended warranties.c

Where do these air pollution standards come from? The Clean
Air Act became law in 1970, which was followed with even stricter
laws on the state and local level aimed at reducing particulate
emissions into the air and ozone. Emission control devices on

automobiles have become standard features since then, as have
similar devices on smokestacks of all kinds.

In 2000 a challenge to these standards was issued in a deci-
sion by the U.S. Court of Appeals which held that the U.S. Envi-
ronmental Protection Agency (EPA) “has failed to state intelligibly
how much is too much” in determining appropriate emission lev-
els.d The EPA had reduced the permissible level of ozone from
0.09 to 0.08 parts per million arguing that fewer persons would
be harmed under the lower level. The question is how low can
the standards be reduced and at what cost to industry and con-
sumers? Similar to other laws of this kind, Congress empowers
regulatory agencies like the EPA to set precise standards under
the law, the details of which are often too politically controversial
for Congress to state in the law itself.e In this case it was argued
that the standards established by EPA are too stringent, resulting
in overdeterrence, where the price of a product is raised so high
by costs of regulation that companies may cease the activity,
thereby hurting society.f The U.S. Supreme Court agreed to hear
this case during 2001 to decide whether the EPA must consider
the economic costs of air pollution reductions beyond any public
health benefits. The Court addressed the concerns raised by the
lower court that the EPA lacked “criteria for drawing lines” be-
tween acceptable and unacceptable pollution levels.g

C R I T I C A L  T H I N K I N G  Q U E S T I O N S
1. Should public health be the overriding concern in determin-

ing legal limits of pollution?
2. If businesses that violate these standards are forced to go out

of business, how can this be a bad thing?
3. What are some public health and economic cost indicators

you might use to assess the benefits and costs of air pollu-
tion standards? How would you attempt to balance their 
importance?

N O T E S
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gust 4, 2000).

b. “Two Refiners Agree to Settle Air Pollution Violations,” New
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c. “Ford, Honda Reach EPA Deals: Makers Settle Clean Air
Cases,” Automotive News (June 8, 1998), p. 1.

d. State of Michigan Department of Environmental Quality v.
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S U M M A R Y

W H A T  I S  M E A N T  B Y  P O L I T I C A L  A N D  E C O N O M I C  C R I M E S ?

Sophisticated crimes are characterized by planning and organization. Crim-
inal law punishes criminal planning as the crime of conspiracy.
Conspiracy takes place when two or more persons agree to commit a crime,
or to carry out a legal act in an illegal manner.

H O W  C A N  W H I T E - C O L L A R  C R I M E S  B E  D E F I N E D ?

White-collar crimes are distinguished by the manner in which they are car-
ried out. Whereas street crimes are characterized by the use of force or
stealth, white-collar crimes are characterized by planning and deceit.
White-collar thefts include embezzlement (purposeful misappropriation of
property entrusted to one’s control, to which one is not entitled); extortion
(purposely obtaining property from another person with that person’s con-
sent, when that consent is induced through wrongful use of force or official
authority); forgery (falsely making or altering an official document with in-
tent to defraud); and fraud (purposely obtaining the property of another per-
son through deception).
Offenses against public administration include bribery (the voluntary giv-
ing or receiving of anything of value with the intent of influencing a pub-
lic official), obstruction of justice (intentional prevention of a public servant
from performing an official function), official misconduct (unauthorized ex-
ercise of an official function with intent to benefit or injure another), and
perjury (false swearing).
Regulatory offenses, or corporate crimes, include administrative offenses
(failure to comply with court orders or agency requirements), environmen-
tal violations (emissions or dumping in violation of legal standards), labor
violations, manufacturing violations, and unfair trade practices.
Arrest trends and demographic factors suggest that white-collar crime will
increase in the future.

W H Y  I S  C O M P U T E R  C R I M E  A  G R O W I N G  T H R E A T ?

Computers are the instrument in several types of crime. The most common
of these is theft by computer.
Other types of instrumental computer crime include use of a computer for
harassment or extortion.
Crimes in which computers are the object of the criminal act include caus-
ing damage to hardware or software, stealing trade secrets, and altering
data for an unlawful purpose.
As computers proliferate and computer literacy increases, rates of com-
puter crime can be expected to increase as well.

H O W  D O E S  O R G A N I Z E D  C R I M E  O P E R A T E ?

Organized crime is a continuing criminal enterprise that rationally works
to profit from illicit activities that are often in great public demand. Its con-
tinuing existence is maintained through the use of force, threats, monop-
oly control, and/or the corruption of public officials.
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In contrast to white-collar crimes, which generally occur as a deviation from
legitimate business activity, organized crime takes place through a contin-
uing criminal enterprise that exists to profit primarily from crime.
The main types of organized crime are provision of illicit services (loan-
sharking, prostitution, gambling), provision of illicit goods (drug dealing,
fencing of stolen property), and infiltration of legitimate business (demands
for “protection” money or no-show jobs).
Research findings show that organized crime is not structured according to
ethnic groups; rather, organized crime groups evolve around specific illicit
activities.
The true extent of organized crime is unknown, although there have been
large increases in arrests for certain types of crime.
Greater ease of travel and communication has made the commission of or-
ganized and transnational crime much easier.
Among the most significant types of international crime are importation of
stolen vehicles, drug smuggling, and illegal immigration.

W H A T  A R E  T H E  I M P A C T S  O F  T E R R O R I S M  A N D  H A T E  C R I M E S ?

Terrorism is the unlawful use of force or violence against persons or prop-
erty to intimidate or coerce a government, the civilian population, or any
segment thereof, in furtherance of political or social objectives.
Hate crimes are similar to terrorist acts except that a particular minority
group (defined by race, ethnicity, nationality, or sexual orientation) is usu-
ally the target.
There has been a general decline in the number of terrorist incidents since
the 1980s, but those that are still being committed are becoming more
deadly.

K E Y  T E R M S

Q U E S T I O N S  F O R  R E V I E W  A N D  D I S C U S S I O N
1. What characteristics are common to all types of sophisticated crimes?
2. What factors must be present for conspiracy to be established?
3. What are the three main types of white-collar crime? Give an example of

each.
4. Why is there reason to believe that white-collar crime will increase in the

future?

conspiracy 104
white-collar crimes 104
crimes of fraud 104
crimes against public

administration 104
regulatory offenses 104
embezzlement 106
extortion 106
forgery 106
fraud 107
bribery 107
obstruction of justice 108

official misconduct 108
perjury 108
corporate crimes 108
computer crime 112
identity fraud 115
organized crime 116
racketeering 117
money laundering 117
crime syndicate 120
transnational crime 121
terrorism 125
hate crimes 125
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5. In what kinds of crimes are computers the instrument? In what kinds are
computers the object?

6. What is organized crime?
7. Give examples of each of the three basic types of organized crime.
8. What connection, if any, is there between organized crime and ethnicity?
9. What are some major types of international crime?

10. How is transnational drug smuggling carried out?
11. What is the distinction between terrorism and hate crimes?
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